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CGil: 5th largest independent IT and business
process services firm in the world

65,000 5% 95%

professionals shareholders on-time, within budget delivery

400 9/10 150+

mission-critical

locations client satisfaction score .
IP-based solutions

40 $10.3B $21.5B

countries annual revenue backlog

Statistics verified as of January 27, 2016.
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Context

* Currently unsafe security methods in Public & Healthcare

* Easy Ildentity theft as test shown
* Possible new authentication methods:
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FEDERAL REPURLIC OF GERMANY / REPUBLICUT FIDORALE Ir ALK MAGHS

Nerma/ Surramae/ Nom.
MUSTERMANN

GEB. GABLER
Vorsermes/' Gleee sarmms/ Prinoes
ERIKA

Sy
12.08.1964 DEUTSCH

Oetrurtsarnt/ ace of 36N Loy de remsence

G1

BERLIN
muw
31.10.2020 938568
A S I e S e v
W Erika Mustermann
, (ot 106415300  A123456789 @ ==
Versicherung Versichertennummer B koA
NPA (neuer Personalausweis) eGK (elektronische Gesundheitskarte)
Source(https://de.wikipedia.org/wiki/Datei:Muster_des_Perso Source(http://www.aerztenetz-
g nalausweises_VS.jpg) brb.de/aktuelles/krankenversichertenkarte.html)
. ® @
@ e . . ® © P I
. s - @ o . 8
.8 3 .o o & . 2



Project Goals

Research the digital authentication possibilities of eGK & nPA
On which system they can be used
Hardware needed for the authentication

Implementation of an authentication prototype
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Project organization

Scrum as an agile approach

Scrum Master & Scrum Team: Nils Heyer

Product Owner: Georg Fleischer

Daily stand-up meetings are ommited

Sprint

2-4 weeks

= Product Bécklog Sprint Backlog Iteration

Potentially shippable
product increment

Source(http://www.zenexmachina.com/what-we-do/applications-development/index.html)
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Research

* Both cards contain personal data, certificates & PINs

* The nPA offers extra security functions:

* Pseudonym login
* Age validation
* Residence validation
* QES (Qualified electronical signature)
e Authentication with eGK currently not possible

* Online function not available

Y . . 11
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Citizen Portal Description

* Portal for the
administrative services of
corporations or ¢ Citizen Portal
administrative districts e M sorrane

e Use the nPA to
authenticate and fill
applications

* All the nPA functions
integrated

oY . 12
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Authentication Module Description

Part of the Citizen Portal

* Implements the elD-Framework

e Handle the Authentication with
the nPA

e Uses SOAP and SAML to
authenticate

* Reusable in other projects

User

Browser

eID-Client

card reader

Service Provider

eService

® elD-Server

CA,PKD,Revo-
cation lists

Source(https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publika
tionen/TechnischeRichtlinien/TR03130/TR-03130_TR-elD-
Server_Part1.pdf)
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Architecture decision
eService

Tomcat

|HHHH%%HHII |IIIE%III|

Citizen Portal SOAP
SAML

Authentication module , Callback Interface
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Design Authentication Module
Architecture Decisions

Authentication module

SAML
- Callback
Google Guice Google Guava Servlets Interface

Cache



Real Environment

Demo Environment

User

Browser

eID-Client

card reader

Service Provider

eService

® elD-Server

CA,PKD,Revo-
cation lists

User

Browser

eID-Client

Service Provider

eService

elD-Server

Source (https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/TechnischeRichtlinien/TR03130/TR-03130_TR-elD-

Server_Partl.pdf)
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Summary and Evaluation
* The authentication with the nPA is possible
* With the Authentication Module a library for the nPA was designed

* Through the complication Authentication Module not completely
Implemented

* The Citizen Portal shows use cases for authentication with the nPA
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What is a Enterprise Service Bus (ESB)

* Middleware between different services/applications

* The task of an ESB are :
e Establish Connectivity
* Transform Data
* Routing
* Handles Security aspects
* Handles with aspects of the service reliability
* Manages the services
* Provides possibilities to monitor, protocol and debug the services

WY e 2 . ‘ 19
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Example of multiple ESB

Webservice
ESB

Gateway

aYsS 2 . . 20

Ext.
Appl.

Webservice
ESB
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Landesamt flr Matur,

I n fO r m ati O n L A N U V gg;:f;te?:mrﬁh;:ﬁcherschutz

* For consumer protection all groceries, cosmetics and commodities
need to be non-hazardous to health

* The rules for animal health, animal protection need to be checked
* Feed, fertilizer and seeds need to checked

* In NRW has the responsibility the state agency for nature,
environment & consumer protection (LANUV)

* Development of an integrated data processing system (IDV)
* Currently Migration from Tibco 5 to Tibco 6



LANUV ESB
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Further ESBs:
« Sample Data
 Livestock Farming
* Rapid Alert System
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Migration Strategies

Big Bang

* High Risk
* Changing
requirements

* High test and
integration effort

* Rollback only
complete possible

* Low Costs
* Migration in

one step
* No costs for
I second
o platform
«® o+ .- . a "
° ® ° ®

Parallel

 Low Risk

* Platforms can be
developed
independent from
each other

* Migration from
Message Types
instead of services

e Medium Cost

e Second platform need
to be maintained

23

Parallel with
Coupling

* Minimal Risk

Iterative Migration

Rollback of single
service possible

* Higher Costs

Bridge need to be
developed and
maintained

Second platform need
to be maintained
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Databridge Tibco 5 - 6

Databridge
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Databridge Tibco 5 - 6

Databridge

- : i " 25 CGI



Databridge Tibco 5 - 6

Databridge
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Databridge Concept

JMS

Receiver
T.Proben
T.Stamm
daten

27

Http
Receiver

T.Stamm
daten

T.Data-
bridge.in
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Sending Implementation Tibco 5

JMS Queue Receiver Log-2  Send HTTP Request Log-1 g
t / Confirm
Ergor T
a 5 =i
—— il ——
| £ 5
Log TryAgain CalculateExpired JMS Queue Sender
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Receiving Implementation Tibco 6
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Resistence is futile — Bachelor thesis @ CGl

e Setup
e Starts in february
* 6 months

* Clear requirements / aim definition

Topics
e Software development
* Business Informatics

e Domains
* Public government
e Telecommunications

Contact:

Georg Fleischer

CGlI Deutschland Ltd. & Co. KG

Heerdter Lohweg 35 | 40549 Disseldorf | Germany
Your Chance => M: +49 173 8895728

. . G .Fleisch i. de.cqi.
e Work on industry relevant topics i e S SR
* Combine personal interest an company value
* Get in touch with domain and technology experts

‘:-'-.' - .—.. . 31 CGI




® .
. °®
»
Our commitment to you
We approach every engagement with one /d
objective in mind: to help clients succeed o
. . ®
o ® g
°
«* L o« ®
e ° |
. ® \ * o ® ® o o .
® - . .. \ »
. ® _ -'
L

40 ya ' CGI

Experience the commitment®



